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A. BACKGROUND AND MAIN QUESTION

The internet allows its users, as the Supreme Court of the United States

(Supreme Court) put it, to engage in activities ‘on topics as diverse as human

thought’.1 That means that one can find a wealth of information online that is

important, useful, beautiful or simply entertaining. However, it also means

that some of the worst products of human thought can be found there as well,

such as child sexual abuse material or footage of terrorist acts.2 The same goes

for copyright-infringing material, defamatory content and privacy violations,

just to give a few additional examples. It is generally easy to agree on the need

to tackle such illegal online content. Yet it is often hard to identify and

effectively address the persons responsible for providing it. That is in part due

to the sheer quantity of the content – both legal and illegal – that is available

on the internet (and, more specifically, the world wide web). It is also due to

the possibilities that the internet offers for users to act anonymously and to

engage in unlawful activities from jurisdictions that, for legal or practical

reasons, are difficult to reach for those seeking to enforce the law.

All this explains why attention often focuses on the role of the online

intermediaries. Not only do they tend to be easily identifiable, they are

typically also in a good position to help tackle illegal user content, given their

central role in the storage and dissemination thereof. What is more, some of

these intermediaries are among the most resourceful companies in the world,

in terms of technological capacities, manpower and financial means. There-

fore, the most attractive way to stop the message may well seem to stop the

1 US Supreme Court (‘SC’), Packingham v. North Carolina, 137 U.S. 1730 (2017), p. 1735.

2 Cf. Keller (2018a), p. 4.
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messenger, rather than going after the persons at the origin of the message.3

Indeed, over the past years many have called on intermediaries to step up their

efforts to tackle illegal online content.4

At the same time, in the European Union (EU) as well as in the United States

of America (US) there are laws in place that shield, subject to certain

conditions, online intermediaries from liability for illegal content that they

store at the request of their users. In the EU, such liability exemptions are

principally provided for in the e-Commerce Directive.5 In the US, the relevant

rules can mainly be found in the Communications Decency Act (CDA)6 and

in the Digital Millennium Copyright Act (DMCA).7 These laws were all

adopted in the late 1990s and early 2000s – that is, over two decades ago. That

was a time when the popular internet and the online service sector were still in

their infancy. Technology, intermediaries’ business models and consumer

preferences have naturally all evolved since then. Some of the online services

popular today, such as social media, may already have existed in embryonic

form two decades ago, but the extent to which they are used has changed

radically. And new services have emerged, such as video-sharing platforms.

The abovementioned laws have surely helped to fuel the phenomenal develop-

ment of all sorts of activities taking place online over the past two decades, in

particular those involving content provided by users. This has had many

beneficial economic, social and cultural benefits.8 However, it is also true that,

when these laws were adopted, the dangers and harm associated with the

spread of illegal online content, too, were smaller than they are today. Illegal

activities being carried out through online means may in itself be nothing new,

but new sorts of cyber-crimes and cyber-torts involving user content have

3 Cf. Advocate General (‘AG’) Poiares Maduro, Google France, C-236/08 to C-238/08 (2009), para. 115. Cf.

also Riordan (2016), p. 2 (‘There is a natural regulatory impulse to impose liability upon messengers and other

bearers of bad news’).

4 See e.g., G7, ‘Taormina Statement on the Fight against Terrorism and Violent Extremism’ (2017) (‘The G7

calls for Communication Service Providers and social media companies to substantially increase their efforts

to address terrorist content’); European Commission (‘EC’), Communication ‘Tackling illegal content online:

towards an enhanced responsibility of online platforms’, COM(2017) 555 (‘Illegal Content Communication’),

p. 1 (noting that online intermediaries ‘should decisively should step up their actions to address [the

dissemination of illegal online content], as part of the responsibility which flows from their central role in

society’).

5 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects

of information society services, in particular electronic commerce, in the Internal Market, OJ 2000 L 178/1

(‘e-Commerce Directive’).

6 47 USC Section 230.

7 17 USC Section 512.

8 Cf. e.g. Study OECD (2011), p. 73 (‘Since growth and innovation of e-commerce and the Internet economy

depend on a reliable and expanding Internet infrastructure, an immunity or ‘limited liability’ regime was, and

is, in the public interest’).
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developed and have become increasingly common. Think, for example, of

copyright-infringing file-sharing, non-consensual disclosure of sexually

explicit footage (‘revenge porn’), cyber-stalking or the live-streaming of child

sexual abuse and terrorist attacks. It is, moreover, only over the past decade or

so that a few very large online intermediaries have become crucial facilitators

of the public debate. That follows from the central role they play in the

exchange of facts, ideas and opinions between their millions or even billions of

users. As such, these intermediaries in many ways provide ‘the modern public

square’, to again cite the Supreme Court.9

Against this background, the question arises whether the aforementioned laws

– particularly the rules currently in force in the EU, laid down in the

e-Commerce Directive – are in all respects still fit-for-purpose. To be sure,

online intermediaries cannot reasonably be blamed for everything occurring

online that is illegal, harmful or unpleasant. It is nonetheless legitimate to ask

whether these parties should still be afforded the special legal protection that

those laws grant. Put differently, when the e-Commerce Directive, the CDA

and the DMCA were adopted around two decades ago the legislators on both

sides of the Atlantic sought to strike a balance between the various interests at

stake. The aim of this book, in a nutshell, is to assess whether that balance is

still suitable and appropriate today, specifically in relation to the e-Commerce

Directive, taking account of subsequent developments and the experience

gained with the laws’ functioning in practice. In as far as that question is

answered in the negative, the follow-up question naturally arises as to how the

balance should be recalibrated.

B. LIMITATIONS AND TERMINOLOGY

It will be evident from the foregoing that the topic under consideration here is

potentially very broad. Some specifications and limitations are therefore

required. To begin with, this book is primarily concerned with illegal online

content; that is, content (or activity ‘underlying’ that content10) that has either

been held to be violating the applicable laws by a court or administrative

authority, or that at least has been alleged to be violating those laws by one of

the parties involved. The focus is accordingly not on content that may be

deemed harmful, offensive or inappropriate, but that does not violate – and is

9 US SC, Packingham v. North Carolina, 137 U.S. 1730 (2017), p. 1737.

10 The term ‘illegal content’ is used here to refer both to content that is itself illegal and to content that is the

product of certain ‘underlying’ activity that is illegal.
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not even alleged to violate – any applicable law.11 Illegal online content can

include, for instance, terrorist propaganda, child pornography, copyright-

infringing content, racist comments, privacy breaches and defamatory content.

Although this can depend on the specific circumstances at issue and on the

applicable law, mere insults or provocations, nudity and disinformation (‘fake

news’), in contrast, normally do not qualify as such.

The foregoing implies that this book’s scope is still rather wide, especially in

that it deals with in principle any type of illegal online content. The book is

accordingly not limited to one or more particular types of illegal content, such

as copyright-infringing content or child sexual abuse material. This choice for

such a horizontal approach inevitably means that there is less room to discuss

in-depth the particularities of each field of law at issue. That is a downside.

The choice for that approach is nonetheless deemed justified, mainly for two

reasons. First, the legal provisions on which this book focuses – Articles 14

and 15 e-Commerce Directive – are also horizontal in nature: the articles

apply not in relation to certain particular types of illegal online content, but in

principle to all types.12 Second, rather than limiting itself to neatly defined

legal categories, practice tends to be horizontal as well. Even if some online

intermediaries may be more prone to be used for certain types of infringe-

ments than to others, the content that they store for their users can – and often

do – violate all kinds of laws. For example, copyright infringement is clearly an

important issue for video-sharing platforms. Yet they may also store user

content that amounts to illegal hate speech or child sexual abuse material,

among other things. Indeed, a single item of user content can sometimes

involve a violation of several laws at the same time.

As a consequence of what has been said above about the horizontal approach

taken in this book, the term ‘infringement’ is used here in a general sense. It

refers to any violation of the applicable laws, regardless of the nature of those

laws (civil, criminal, administrative) or the particular field of law at issue

(intellectual property, privacy, consumer protection, etc.).

The term ‘content’ refers to any type of data or information stored and

dissemination through the services provided by the online intermediaries

under consideration, regardless of its precise form, content or purpose. The

11 It follows that the significance of this limitation can differ considerably, depending on the laws of the

countries concerned. The limitation to only illegal content is an especially significant one in relation to US

law, given that in that jurisdiction the freedom of expression is very broadly construed, meaning that relatively

little content is illegal. In Europe, in contrast, more content can be – and is – considered illegal, generally

speaking, although there can be noticeable differences between European countries.

12 See further paras 2.22 and 2.23 below.
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term thus covers not only texts, but possibly also music, photos, videos,

drawings, etc.13

For reasons of brevity, reference is generally made to ‘intermediaries’, without

specifying each time that we are concerned here with intermediaries that

provide their services online. Broadly speaking, such intermediaries:

bring together or facilitate transactions between third parties on the Internet. They

give access to, host, transmit and index content, products and services originated by

third parties on the Internet or provide Internet-based services to third parties.14

The focus here is, however, more narrowly on the liability and responsibilities

of a particular category: intermediaries that provide a service consisting of the

storage of content provided by and at the request of users. In the EU, these

kinds of services are generally known as ‘hosting’ services. The services

frequently, although not necessarily, also entail giving third parties (that is,

other users than the ones who provided the content) access to the stored user

content. That means that the user content in question is often not only stored,

but also disseminated.

The specific types of services at issue tend to evolve over time. Moreover, as

will be seen below, the precise delineation of the services covered by the laws

under consideration not only varies per jurisdiction, but also tends to be

disputed.15 Having said that, generally speaking, one can think for example of

website hosting, online marketplaces, platforms for the sharing of photos or

videos, discussion forums, consumer review sites and social media.

There is no doubt that providers of types of services other than the ones

mentioned in the previous paragraph, such as internet access or online search

services, are important intermediaries as well. However, leaving aside some

occasional references, their liability and responsibilities are not considered here.

The choice to focus on services involving the storage of user content is in part

pragmatic. The scope of this book is already broad. As noted above, it seeks to

address the issue of illegal online content in a horizontal manner and, as further

explained below, it takes account of the legal regimes applicable in the EU and

the US. Covering also other kinds of online services would mean that breadth

13 In certain specific instances other terms than ‘content’ are used, most notably child sexual abuse material and

hate (racist or xenophobic) speech. This reflects common usage of the latter terms; the difference in

terminology is not intended to point to any difference on the substance. Accordingly, these are also types of

‘content’ as the latter term is used in this book.

14 Study OECD (2011), p. 20.

15 See in particular Section 2.B below (regarding the concept of ‘hosting’ within the meaning of Art. 14(1)

e-Commerce Directive).
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comes too much at the expense of depth. However, there are also substantive

reasons. The nature of these other types of intermediary services differs and

they are subject to different legal rules.16 That being so, the services largely raise

different – although related – issues. What is more, today’s public and political

discussions relating to the activities of online intermediaries are to a large

extent focused on the activities of intermediaries that provide services

involving the storage and dissemination of user content, such as Facebook,

YouTube, Instagram, TikTok, eBay and Twitter. More so, generally speak-

ing, than on the activities of intermediaries providing internet access services,

such as Verizon and Vodafone, or online search services, such as Google.

Finally, it is important to note at the outset that we are concerned here only

with the intermediaries’ liability and (legal) responsibilities17 in respect of

content provided by third parties (namely, the content-providing users of the

‘hosting’ services referred to above). User-generated content, in other words,

or simply ‘user content’ for short. Where the intermediary itself provides the

content, or where the intermediary is so closely involved with the content that

it is (co-)attributable to the intermediary, then there is no ‘hosting’. Indeed, in

those situations one cannot properly speak of ‘intermediaries’. For the online

service provider is then not a go-between the content-providing user on the

one hand and the other users who access the content on the other hand.18

The legal situation of service providers that provide their own content (e.g., an

online newspaper), or that are substantially involved with the content provided

by their users (e.g., an online magazine that exercises control over the

contributions that it publishes), is consequently different from those that

merely ‘host’ content provided by users (e.g., the readers’ comments section of

the aforementioned online newspaper). The former two activities are excluded

a priori from the ‘safe harbour’ provisions that are the main subject of this

book, whereas the latter are in principle covered. As will be seen, drawing the

line between these types of activities is not always an easy task, however.19

16 These intermediaries can in some instances benefit from liability exemptions other than the ones under

consideration here. For instance, in respect of internet access services, see Art. 12 e-Commerce Directive

(providing a liability exemption for ‘mere conduit’ services) and Section 512(a) DMCA (providing a liability

exemption for ‘transitory digital network communication’). In respect of online search engines, see Section

512(d) DMCA. The e-Commerce Directive does not contain a specific liability exemption for search engines

(cf. its Art. 21(2), identifying this as an issue to be reviewed).

17 The term ‘responsibilities’ is used here to refer to the legal obligations of intermediaries, which go beyond their

mere liability for certain types of illegal online content. The term is not meant to refer to intermediaries’ moral

obligations. On the latter, see further Taddeo and Floridi (2017a), pp. 13–42.

18 Cf. Study OECD (2011), p. 20 (‘The word intermediary implies a location between or among two or more

parties, and although intermediaries help in the transmission/dissemination process, they do not initiate

decisions to disseminate the content, products or services that flow through their network or servers’).

19 See e.g., paras 4.32 and 4.33 below (regarding the situation under Section 230 CDA).
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C. FOCUS AND APPROACH

As noted above, the main focus of this book is on the current and possible

future developments – primarily in legal terms – in the EU in relation to the

liability and responsibilities of intermediaries for stored user content. That

being so, an in-depth assessment of the current state of play of the relevant

provisions of EU law – in particular Articles 14 and 15 e-Commerce Directive

– is an important part of this book. After all, one can only sensibly seek to

answer the question whether and if so, how a given legal regime should evolve

after first considering in sufficient detail what that regime entails as it stands.

It will be seen that the latter is all the more important in relation to the EU’s

current regime, since the regime leaves several important questions

unanswered. For instance, the questions which activities are covered by the

liability exemption of Article 14 e-Commerce Directive or what inter-

mediaries are expected to do (or to refrain from doing) exactly in order to

qualify for the legal protection offered by that provision.

In addition, the situation in the US is considered as well. That situation is

important, it is submitted, also for the EU. Not only is the US home to many

of the intermediaries under consideration here and, accordingly, to their legal

and business culture (including as regards views and practices relating to

freedom of expression and the protection of privacy and personal data). The

US is also ‘home’ to the regulation of the activities of these service providers, in

the sense that the sort of legislation under consideration finds its origin in the

US. Indeed, notwithstanding certain important differences, the EU’s legal

regime (specifically, Arts 14 and 15 e-Commerce Directive) mirrors to a

considerable extent the US regime (specifically, Section 512(c) and (m)

DMCA). Valuable lessons can therefore be learned from analysing the

content, functioning and development of the relevant legal rules as they apply

in the US. This implies that the relevant rules of US law are neither

considered in their own right, nor with a view to giving a comparative

overview. The main aim of the assessment of the US legal regime is rather to

help inform choices as to whether and if so, how the EU’s rules should evolve.

That includes, where relevant, how the EU’s rules should not evolve, in as far

as the experiences in the US are not assessed positively.

This book accordingly analyses the main legal provisions applicable to inter-

mediaries providing services involving the storage of user content in both

jurisdictions: Articles 14 and 15 e-Commerce Directive in the EU and Section

230 CDA and Section 512(c) DMCA in the US. This is done taking account

of the legislative history of these provisions and the case law relating thereto.

An important element of the analysis is also the relevant legal literature, which
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is particularly rich and insightful when it comes to US law. Account is further

taken of other developments, such as the views of interested parties on the

functioning of the laws under consideration, difficulties encountered in prac-

tice, as well as actual and potential amendments to those laws.

As regards the situation in the EU, attention is also paid to several more recent

measures that complement the rules laid down in the e-Commerce Directive.

It concerns specifically the 2018 amendment to the Audiovisual Media

Services Directive (Audiovisual Media Directive);20 the Directive on Copy-

right in the Digital Single Market (DSM Directive) that was adopted in

2019;21 developments relating to the fight against child sexual abuse material,

notably connected to the 2011 Child Sexual Abuse Directive;22 and measures

in the domain of anti-terrorism, in particular the proposal for a regulation on

preventing the dissemination of terrorist content online (Proposed Terrorist

Content Regulation), which the European Commission put forward in

2019.23 As will be seen, these more recent measures do not mean that Articles

14 and 15 e-Commerce Directive are no longer the main building blocks of

the EU’s approach to the liability and responsibilities of intermediaries for

stored user content in the EU.24 However, the measures evidently imply that

the latter two provisions are no longer the only relevant rules in this respect.

The measures sometimes affect the regime established by Articles 14 and 15.

Most of all, though, the measures offer an insight into the EU’s recent

thinking on issues relating to the liability and responsibilities of intermediaries

as they arise in the fields of law to which they relate.

The predominant focus on the EU regime and, to a lesser extent, on the US

regime notwithstanding, this book seeks to assess the issues at stake in such a

manner that they can also be of relevance for those working on similar matters

in other jurisdictions worldwide. Whilst the details of the applicable rules may

20 Directive 2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the coordination

of certain provisions laid down by law, regulation or administrative action in Member States concerning the

provision of audiovisual media services, OJ 2010 L 95/1 (‘Audiovisual Media Directive’). In 2018, the

Audiovisual Media Directive was amended by Directive (EU) 2018/1808 of the European Parliament and of

the Council of 14 November 2018 amending Directive 2010/13/EU on the coordination of certain provisions

laid down by law, regulation or administrative action in Member States concerning the provision of

audiovisual media services (Audiovisual Media Services Directive) in view of changing market realities, OJ

2018 L 303/69 (‘Amending Directive Audiovisual Media’).

21 Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019 on copyright and

related rights in the Digital Single Market, OJ 2019 L 130/92 (‘DSM Directive’).

22 Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 on combating

the sexual abuse and sexual exploitation of children and child pornography, and replacing Council Framework

Decision 2004/68/JHA, OJ 2011 L 335/1 (‘Child Sexual Abuse Directive’).

23 EC, Proposal for a Regulation on preventing the dissemination of terrorist content online, COM(2018) 640

(‘Proposed Terrorist Content Regulation’).

24 See in particular Subsection 3.B.5 below.
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differ, the challenges encountered tend to be similar. In particular, the

knowledge-based liability model as articulated in Section 512(c) DMCA and

Article 14 e-Commerce Directive has over the past decades become somewhat

of a global norm.25 More generally, the question to which extent inter-

mediaries can and should be held legally responsible for illegal online content

provided by the users of their services naturally arise not only in the EU and

the US, but also in many other countries around the world.

D. OUTLINE

The remainder of this book consists of four parts. Part I is concerned with the

current situation in the EU regarding the liability and responsibilities of

intermediaries in respect of the user content that they store. The part consists

of two chapters: Chapter 2 discussing Article 14 e-Commerce Directive and

Chapter 3 discussing Article 15(1) of that directive. Chapter 3 also discusses

the abovementioned more recent EU law measures concerning the fields of

audiovisual media, copyright, child sexual abuse material and anti-terrorism.

Part II relates to the situation in the US. This part, too, consists of two

chapters. In line with what has been said above, discussed here are the liability

exemptions for intermediaries in respect of user content set out in Section 230

CDA and in Section 512(c) DMCA. That is done in Chapter 4 and Chapter

5, respectively.

Part III seeks to assess the issues at stake more generally, taking account of the

findings in the two preceding parts. This part consists of three chapters.

Chapter 6 is concerned with identifying and balancing the interests of the

various parties involved. Chapter 7 assesses the relevant fundamental rights

and the manner in which those rights are to be reconciled when they conflict,

as is regularly the case. Chapter 8 discusses four other issues: the system of

‘privatised’ enforcement that tends to be brought into effect by the laws under

consideration here; the content moderation activities that some of inter-

mediaries undertake in respect of the user content that they store; develop-

ments relating to intermediaries knowledge of and control over stored user

content; and other relevant developments that have taken place since the

aforementioned laws were adopted approximately two decades ago.

As to the final Part IV, its first chapter – Chapter 9 – focuses on answering the

central question about the possible need for the further evolution of the

25 See further para. 9.42 below.
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current EU regime on the liability and responsibilities of intermediaries in

respect of stored user content, which it does in view of the findings outlined in

the foregoing chapters. Next, Chapters 10 and 11 go into further detail as

regards such possible evolutions, outlining a range of measures that could

complete and complement the current regime. By means of a conclusion

Chapter 12 contains a set of general reflections as well as a brief summary of

this book’s main findings.
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